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A typical Industrial-IoT architecture
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Securing the Industrial-IoT
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A PKI Hierarchy
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What are the challenges?

1000000 
devices

Private Key 
protection Tampering Algorithm Renewal

 Automation - SCEP
 Birth Certificates

 HSM/TPM
 Access controls

 Physical controls
 Revocation
 CRL/OCSP

 Key Exchange
 Cipher Suite

 Certificate LCM
 ACME

http://www.pkiindia.in/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
https://mobile.twitter.com/pkiindia
https://www.linkedin.com/company/pkiindia/


https://
pkiindia.in

Social Media 
/pkiindia

A successful PKI deployment

PKI

Provisioning

Device 
Security

Config

Revocation

Renewals Monitoring

http://www.pkiindia.in/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
https://mobile.twitter.com/pkiindia
https://www.linkedin.com/company/pkiindia/


https://
pkiindia.in

Social Media 
/pkiindia

Questions?
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THANK YOU
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