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PROBLEM STATEMENT

O Traditional MQTT implementations rely on Transport Layer Security (TLS) which
introduces significant overhead due to its complex certificate-based key distribution
and lack of end-to-end encryption highlighting the need for true end-to-end
encryption.

0 Conventional public key cryptographic algorithms such as RSA and ECC are
increasingly vulnerable to quantum computing threats, raising concerns about the
long-term security of MQTT based communication systems.

U Existing approaches that integrate pairing-based IBE into MQTT suffer from high
computational costs, including slow key generation, encryption, and decryption, which
limit real-time applicability in latency-sensitive loT scenarios
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OBJECTIVES

J To design and integrate a Ring-LWE based Identity-Based Encryption scheme
(RISE-MQTT) into the MQTT protocol to enable secure key exchange and post-

quantum end-to-end encryption without relying on preshared secrets.

U To evaluate and compare the performance of Ring-LWE IBE with traditional
pairing-based IBE in terms of key generation time, key size, encryption and
decryption efficiency, and message Ilatency, thereby quantifying the

computational and security benefits of RISE-MQTT.
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RELATED WORKS
e | Geccsmiieiedey | @l MiEde |

SEEMQTT: Secure End-to-End MQTT- * Integration of Secret Sharing, Identity- « Overhead from IBE and secret sharing
Based Communication for Mobile loT Based Encryption (IBE), and on constrained devices, especially
Systems Using Secret Sharing and Decentralized Trust Delegation. :

- . _ during setup.

Trust Delegation, IEEE Internet of « Publisher encrypts data and splits the del . .

Things Journal, 2023. encryption key into shares using » Trust delegation managementis
Shamir’s Secret Sharing. complex and requires strict credential

control.

Practical Applications of Improved » Efficient Gaussian sampling technique + Increased signature norm with higher

Gaussian Sampling for Trapdoor for lattice trapdoors using generalized bases may affect security and

Lattices, IEEE Transactions on gadg(.et- matrices. correctness trade-offs.

Computers, 2019. « Transitioned from LWE to more . G . i d perturbati
efficient Ring-LWE (RLWE) aussian sampling and perturbation
constructions. routines are complex and may be

computationally intensive.

MQTLS: Toward Secure MQTT  Introduced MQTLS, a modified TLS protocol Initial handshake overhead due to

Communication with an Untrusted tailored for MQTT and the asymmetric cryptography and Higher latency

Broker, IEEE ICTC, 2019. publish/subscribe model. on low-end devices during key setup (up to

» Defined a novel Client-to-Broker-to-Client  99.88% overhead compared to standard TLS).
(CBC) security model ensuring message
confidentiality even with untrusted

Q brokers.
%%(l : @Cb
y Al

COMC | https:// ) BBRY W) i

pkiindia.in



http://www.pkiindia.in/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
https://mobile.twitter.com/pkiindia
https://www.linkedin.com/company/pkiindia/

Controller of Certifying Authorities
Ministry of Electronics & Information Technology
Government of India

"MQTT-Il: Achieving End-to-End Data
Flow Integrity in MQTT, IEEE
Transactions on Dependable and
Secure Computing, 2024.

Securing the loT Application Layer
From an MQTT Protocol Perspective:
Challenges and Research Prospects,
IEEE Communications Surveys &
Tutorials, 2024.

Assessment of the Impact of Hybrid
Post-Quantum Cryptography on the
Performance of the MQTT
Communication Protocol, IEEE
Symposium on Internet of Things
(SloT), 2023.
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RELATED WORKS
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Introduced MQTT-I protocol using
Merkle Hash Trees to ensure end-to-
end data flow integrity in the presence
of an untrusted broker.

Ensures completeness, correctness,
weak and strong liveness of MQTT
message streams without requiring
pre-shared keys.

Presented a comprehensive survey of
MQTT protocol vulnerabilities and
categorized them into flaws in protocol
specification and implementation.
Proposed a classification of attacks
and defenses by analyzing links
between protocol features,
vulnerabilities, and real-world threats.

Evaluated MQTT with hybrid TLS
(classical + post-quantum crypto)
using DILITHIUM and FALCON.
Measured CPU, memory, and data
overhead in mutual and broker-only
authentication..
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» Higher initial overhead in comparison

to standard MQTT due to Merkle tree
construction and signature generation.

Not suitable for low QoS.

Weak built-in security in MQTT, making
loT systems highly vulnerable.
Widespread misconfiguration of MQTT
brokers and inconsistent adherence to
security best practices by vendors.

Increased overhead in memory, CPU,
and network data, especially with
DILITHIUM.

FALCON offers better performance for
constrained environments.
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PROPOSED SYSTEM

J The proposed RISE-MQTT framework integrates Ring-LWE Identity-Based
Encryption into the MQTT protocol for secure key exchange and end-to-end

encryption.

0 Eliminates reliance on TLS and preshared keys thereby reducing key management

complexity in MQTT communication.

U Ensures secure message transmission between publishers and subscribers, even

through untrusted brokers, supporting confidentiality and integrity.

4 Achieves quantum-resilient security with a 61.44% reduction in session key setup

time, ensuring efficiency and scalability.
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ARCHITECTURE DIAGRAM: RISE-MQTT
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Phases of Ring-LWE IBE

U The Ring-LWE Identity-Based Encryption scheme has 4 main phases.
Setup

The Private Key Generator (PKG) generates master keys using security parameter A;

AeR™™ R, =Z, [x] /f(x)

where A is public matrix, f{x) is cyclotomic polynomial
Key Generation

To generate a private decryption key for a useridentity ID, the PKG performs two key steps:
bip = Hipg (ID)
A.vp =bypy modq

where,v;p € Rg;xm issampled using Gaussian Sampling (Private Key)

b;p — identity mappedring element

H;pr — hash function used for identity mapping
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MATHEMATICAL FORMULATION

Encryption
To encrypt message m, the sender performs:
Co =AT.s + e,
Ci =b;p .s+e

where, s € R;*™is the secret vector sampled using Gaussian sampling ¢;,e; — Error

Terms
Decryption

The receiver on receiving the encrypted message performs decryption using the

private key t= Cl —Vip 'CO
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Algorithm 1: End-to-End Encryption and Decryplion
in RISE-MQTT

Input : Message M e {0, 1}*, Masier Public Key
(MPK), KeySlore identity [, Subscriber
identity fDg, KeyStore private key vyp, .
Subscriber privale key vy pg
Output: Decrypled message A
1 /™ Publisher generales and encrypls message, Lopic
key, and symmetric key */
Step 1: Publisher-Side Encryplion:
Generate wopic key: Kigpie — {0, 1}1295;
Generale symmetric key: Kegm + {0, 1}%55;
Encrypt message: Car «— Encaps( Kiope. M );
Encrypl topic key: Cige. + Encaps( K g, Koge):
# Encryptl symmetric key wsing Ring-LWE IBE with
keystore 1D */
8 Denve public vector from keyStore 1D:
brp +— Hpe(fDg);
¢ Sample random veclor: s+ W(R,) // Uniform
Samphing ;
w Sample noise vector: ey +— Dge , N Gaussian
Sampling;
n Compuie: Cy +— AT s + e
12 Sample scalar noise: ey +— Dy .
13 Compule: (O .‘J}}jx+ &1 4+ |_!|'j . K,?mj;
14 Construct IBE ciphertext: Oy = (Co, (T );
15 /* Keystore decrypls symmetric key and re-encrypis il
for the subscriber *f
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Step 2: KeyStore-Side Decryption and Response;
Compute: { + Cy — v, Co:
Initialize: K, < empty bit vector of length 256;
for i = 0 to 255 do
if |t;] < 4 then
| Komli] « 0;
else
| Komli] « 1;
end
end
M Encrypt symmetric key using IBE with subscriber
D */
Re-encrypt symmetric key for subscriber:
Céym +— IBEEnc(MPK, I Dg, Koym):
f* Subscriber decrypts symmetric key, then decrypis
topic key and final message =/
Step 3: Subscriber-Side Decryption;
Compute: { + ) — 1r}}_,5{'.-‘n',
Initialize: Ko +— empty bit vector of length 256;
for : = 0 to 255 do
if |t;| < 4 then
| Komli] « 0:
else
| Koymli] + 1;
end
end
D‘:':r,':'rpl topic k':}': Hunp'u: - Dm.ﬁl:lﬁfrcsym; ra‘nup'-:];
Decrypt message: M +— Decaps( Kopic, Car )i
return A
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RESULTS & ANALYSIS
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Fig. 2: Comparison of RISE-MQTT with Other Methods, Focusing on Key
Performance Metrics
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RESULTS & ANALYSIS (CONT.)

Experimental Outcomes:

0 RISE-MQTT achieved a 61.44% reduction in session 1800 1600 ms

key setup time compared to pairing-based IBE,
demonstrating its suitability for real-time, latency-
sensitive loT applications.

1200

[617 ms
U By leveraging the Ring-LWE hard problem, the 0T >0 ms
proposed framework provides robust resistance
against quantum adversaries, addressing the O RLWE IBE _Pairing based IBE __ TLS
vulnerabilities of RSA and ECC in future computing Encryption Scheme
environments.

SetUp Time (ms)

Fig. 3: Session key setup time
4 RISE-MQTT outperforms traditional pairing-based Comparison of R-LWE with pairing
IBE schemes in key generation speed, encryption based IBE and TLS
and decryption efficiency and maintains low

A @ message latency.
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CONCLUSION

O Experimental efforts with the RISE-MQTT framework have led to significant
advancements in securing loT communication, demonstrating its effectiveness in post-
quantum environments.

U The proposed RISE-MQTT integrates Ring-LWE Identity-Based Encryption into the MQTT
protocol, eliminating the need for pre shared keys while ensuring quantum resistant
end-to-end security.

U When benchmarked against pairing-based IBE schemes, RISE-MQTT achieved a 61.44%
reduction in session key setup time, significantly improving cryptographic efficiency.

O This marks a noteworthy improvement in both security and performance, offering a
scalable and lightweight solution for real-time, resource-constrained loT systems.
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