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PROBLEM STATEMENT

 Traditional MQTT implementations rely on Transport Layer Security (TLS) which 

introduces significant overhead due to its complex certificate-based key distribution 

and lack of end-to-end encryption highlighting the need for true end-to-end 

encryption.

 Conventional public key cryptographic algorithms such as RSA and ECC are 

increasingly vulnerable to quantum computing threats, raising concerns about the 

long-term security of MQTT based communication systems.

 Existing approaches that integrate pairing-based IBE into MQTT suffer from high 

computational costs, including slow key generation, encryption, and decryption, which 

limit real-time applicability in latency-sensitive IoT scenarios
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OBJECTIVES

 To design and integrate a Ring-LWE based Identity-Based Encryption scheme 

(RISE-MQTT) into the MQTT protocol to enable secure key exchange and post-

quantum end-to-end encryption without relying on preshared secrets.

 To evaluate and compare the performance of Ring-LWE IBE with traditional 

pairing-based IBE in terms of key generation time, key size, encryption and 

decryption efficiency, and message latency, thereby quantifying the 

computational and security benefits of RISE-MQTT.
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RELATED WORKS
Paper Proposed Methodology Challenges and Limitations

SEEMQTT: Secure End-to-End MQTT-
Based Communication for Mobile IoT 
Systems Using Secret Sharing and 
Trust Delegation, IEEE Internet of 
Things Journal, 2023.

• Integration of Secret Sharing, Identity-
Based Encryption (IBE), and 
Decentralized Trust Delegation.

• Publisher encrypts data and splits the 
encryption key into shares using 
Shamir’s Secret Sharing.

• Overhead from IBE and secret sharing 
on constrained devices, especially 
during setup.

• Trust delegation management is 
complex and requires strict credential 
control.

Practical Applications of Improved 
Gaussian Sampling for Trapdoor 
Lattices, IEEE Transactions on 
Computers, 2019.

• Efficient Gaussian sampling technique 
for lattice trapdoors using generalized 
gadget matrices.

• Transitioned from LWE to more 
efficient Ring-LWE (RLWE) 
constructions.

• Increased signature norm with higher 
bases may affect security and 
correctness trade-offs.

• Gaussian sampling and perturbation 
routines are complex and may be 
computationally intensive.

MQTLS: Toward Secure MQTT 
Communication with an Untrusted 
Broker, IEEE ICTC, 2019.

• Introduced MQTLS, a modified TLS protocol 
tailored for MQTT and the 
publish/subscribe model.

• Defined a novel Client-to-Broker-to-Client 
(CBC) security model ensuring message 
confidentiality even with untrusted 
brokers.

Initial handshake overhead due to 
asymmetric cryptography and Higher latency 
on low-end devices during key setup (up to 
99.88% overhead compared to standard TLS).
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RELATED WORKS
Paper Proposed Methodology Challenges and Limitations

"MQTT-I: Achieving End-to-End Data 
Flow Integrity in MQTT, IEEE 
Transactions on Dependable and 
Secure Computing, 2024.

• Introduced MQTT-I protocol using 
Merkle Hash Trees to ensure end-to-
end data flow integrity in the presence 
of an untrusted broker.

• Ensures completeness, correctness, 
weak and strong liveness of MQTT 
message streams without requiring 
pre-shared keys.

• Higher initial overhead in comparison 
to standard MQTT due to Merkle tree 
construction and signature generation.

• Not suitable for low QoS.

Securing the IoT Application Layer 
From an MQTT Protocol Perspective: 
Challenges and Research Prospects, 
IEEE Communications Surveys & 
Tutorials, 2024.

• Presented a comprehensive survey of 
MQTT protocol vulnerabilities and 
categorized them into flaws in protocol 
specification and implementation.

• Proposed a classification of attacks 
and defenses by analyzing links 
between protocol features, 
vulnerabilities, and real-world threats.

• Weak built-in security in MQTT, making 
IoT systems highly vulnerable.

• Widespread misconfiguration of MQTT 
brokers and inconsistent adherence to 
security best practices by vendors.

Assessment of the Impact of Hybrid 
Post-Quantum Cryptography on the 
Performance of the MQTT 
Communication Protocol,  IEEE 
Symposium on Internet of Things  
(SIoT), 2023.

• Evaluated MQTT with hybrid TLS 
(classical + post-quantum crypto) 
using DILITHIUM and FALCON.

• Measured CPU, memory, and data 
overhead in mutual and broker-only 
authentication..

• Increased overhead in memory, CPU, 
and network data, especially with 
DILITHIUM.

• FALCON offers better performance for 
constrained environments.
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PROPOSED SYSTEM

 The proposed RISE-MQTT framework integrates Ring-LWE Identity-Based 

Encryption into the MQTT protocol for secure key exchange and end-to-end 

encryption.

 Eliminates reliance on TLS and preshared keys thereby reducing key management 

complexity in MQTT communication.

 Ensures secure message transmission between publishers and subscribers, even 

through untrusted brokers, supporting confidentiality and integrity.

 Achieves quantum-resilient security with a 61.44% reduction in session key setup 

time, ensuring efficiency and scalability.
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ARCHITECTURE DIAGRAM: RISE-MQTT
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Phases of Ring-LWE IBE
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MATHEMATICAL FORMULATION
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END-TO-END ENCRYPTION AND DECRYPTION 
ALGORITHM IN RISE-MQTT
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RESULTS & ANALYSIS

Fig. 2: Comparison of RISE-MQTT with Other Methods, Focusing on Key 
Performance Metrics 
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RESULTS & ANALYSIS (CONT.) 
 𝐄𝐱𝐩𝐞𝐫𝐢𝐦𝐞𝐧𝐭𝐚𝐥 𝐎𝐮𝐭𝐜𝐨𝐦𝐞𝐬:

 RISE-MQTT achieved a 61.44% reduction in session 
key setup time compared to pairing-based IBE, 
demonstrating its suitability for real-time, latency-
sensitive IoT applications.

 By leveraging the Ring-LWE hard problem, the 
proposed framework provides robust resistance 
against quantum adversaries, addressing the 
vulnerabilities of RSA and ECC in future computing 
environments.

 RISE-MQTT outperforms traditional pairing-based 
IBE schemes in key generation speed, encryption 
and decryption efficiency and maintains low 
message latency.

Fig. 3: Session key setup time 
Comparison of R-LWE with pairing 

based IBE and TLS
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CONCLUSION

 Experimental efforts with the RISE-MQTT framework have led to significant 

advancements in securing IoT communication, demonstrating its effectiveness in post-

quantum environments. 

 The proposed RISE-MQTT integrates Ring-LWE Identity-Based Encryption into the MQTT 

protocol, eliminating the need for pre shared keys while ensuring quantum resistant 

end-to-end security.

 When benchmarked against pairing-based IBE schemes, RISE-MQTT achieved a 61.44% 

reduction in session key setup time, significantly improving cryptographic efficiency. 

 This marks a noteworthy improvement in both security and performance, offering a 

scalable and lightweight solution for real-time, resource-constrained IoT systems. 
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