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U ML-DSA is an optimized Schnorr-like lattice-based signature scheme, Standardized

by NIST in FIPS-204, called ML-DSA Module-Lattice-based Digital Signature
Algorithm.

U Relies on hard lattice problems: Module Learning With Errors (M-LWE) problem and
Module Short Integer Solution (MSIS) .

U ML-DSA standard defines three parameter sets with increasing security levels: ML-

DSA-44, ML-DSA-65, and ML-DSA-87

U This research contributes to detailed validation procedures and systematic test
vector generation with intermediate parameter verification to identify precise
gs of implementation errors.
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Parameter set for ML-DSA Algorithm

Parameter ML-DSA-44 | ML-DSA-65 ML-DSA-87
Modulus q 8380417 8380417 8380417
512th root of unity in Zq 1753 1753 1753
Matrix dimensions (k,/) (4, 4) (6, 5) (8, 7)
n (eta) 2 4 2
Number of £1's in polynomialc =T
(tau) 39 49 60
Hint sparsity w 80 55 75
z threshold (y:1-) 130994 524092 524168
rO _threshold (y2-8) 95154 261692 261768
Claimed security strength Category 2 Category 3 Category 5
Private Key (bytes) 2560 4032 4896
Public Key (bytes) 1312 1952 2592
Seed (bytes) 32 32 32
%% igre Size (bytes) 2420 3309 4627
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Auxiliary Functions ML-DSA Algorithm

SHAKE-128/256 and SHA3-256/512 used for expanding seeds,
creating challenges and fixed-length cryptographic digests

NTT Point wise multiplication operations

Encoding and Decoding translate ML-DSA public/private keys into byte
strings and vice versa

ExpandA: Generates kx/ public matrix
ExpandMask: Produces masking vectors using seed

Hints are created during signing and used during verification
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ML-DSA Signing
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ML-DSA Signature Verification Algorithm

pk ,M', 0 l
gk —>( Ce)ftl;atlilt)(l), t,) R uﬁz )I-I (BytesToBits(tr)||M + w', — UseHint(h,w'Approx)

I | !

Validate hint encoding
(reject if invalid)

| I |

A in NTT form using p w'Approx = Az — ct, - 24 Output Valid if all checks
pass, Invalid otherwise

c € R 4 < SamplelnBall(¢) ¢’ « H(u||wlEncode(w';),A/4)
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VALIDATION TEST IMPLEMENTATION FOR ML-DSA

Key Generation Signature Generation Signature Verification
d . .
"i Public Key Pk, message, signature ( o)
seed { ¢
r Y
Casel: deterministic = true Case2: deterministic = false i : e
l md = {0)52 il G ML-DSA Signature Verification
ML-DSA Key Generation Private key sk, message Private key sk, message, rnd ‘
¢ 1 1 True: If g is valid
: : ML-DSA Signature Generation ML-DSA Signature Generation False: If @ isinvalid
Private Key sk, Public Key pk
el Sl request file: pk, message, signature (¢ )
request file; response file:
seed (&) seed, pk, sk request file: response file: response file:
Casel: deterministic = true Casel: deterministic = true k Sk message. signature. reason
sk, message sk, message, signature P, 5K, ge, SIg !
Case?: deterministic = false Case2: deterministic = false
sk, message, rnd sk, message, rnd, signature reason = Valld/ Invalid
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ML-DSA-44 Signature Verification

# Custom Test Vectors for ML-DSA-44
# ML-DSA-44 Signature Verification Response File
# Generated On: Monday, 01 September 2025 at 01:15:40 BM

count = 0

pk = f£a%281%=287de7f57bcbl581£f4e138%08fbffale88be72c56cd0975£d%a351381cddaafibbed73a2d15450423fb5e%2285e5a4474dc39d951ab84ecbeTadled4dec3741d0as5fdl4celfaac2cdfl1018953e823db24c74€6c92f7de
sk = £a%a815%e87de7f57bcbl581f42138%08fbffa0688b672c56cd09%75fd%a3513812b08£2d%a6d2b563dd1e0348c24ac78973£f88b70el11fc2018e631644d00850259dd55abeel0bcT70621leeTelcc75a%047eddel7fef7455947567
message = 62dfaS0a439%4b20dE8E8548cblece9dc94acT36cfecbd4642151f2de28f1c813a15a46f6d05ea4536c811f74c2e6e5a776£05475055643372dd421661£0a384d083

signature = d509fb7bfb0755051ce8283ab7e41795280cdb3533dd00d3c72b%b3c06760286cb4ceB89022£11420d05702e6c66cb4a958cff75f0325563d6a6chbd5cleal79464deec22065¢c63ecdfe3a2329d50chb290a4a334d600
signature verification passed

count = 1

pk = 9a32656b6led5f497619%25530b5255073£6263b2010£6223b%481c6aTb4b525049c81lcf6a23a6b32618adaaals01bed48d234c4bec98806935b615el1b39%1adecal%aclb5d3c8c48%a%afbl7a216£fc5%ca7781%a35e7daced%db
sk = 9a2656beledSf49761929530b5255073f6263b2010£6223b5%481ceaTb4b52504793ed4ae97c31£638E£77£57813269cT7@fa733f76edb553176dabf46aele3d44biacelclecBe36522cbh92961£f53ad7b0eae56bd776%b3e5%aad4e4f
message = SabcfblaS8cd4ebi84caldid272125b9534446e55£428729400de41d0eaachb465241c3af5d3010696%bdbf44afal d7fcllacfasS022c729829c51bE7£6d05758a

signature = 72e319797656d17cBbel024cads79f945219%6a1061a751d86157aa2cbB839%cbi80e911f%c1095% 99154450 \502f0d4d8f832a0de38396b5bab591769df002682173e%21755%5ecc50d167fe%=2088efeae38a9£231
signature verification passed

count = 2

pk = d4075669560c50£868752a8145258c7508dfa7fdeS4eblededa3alladf7e5900£6988 5 c0l Dol 320 o3 95c52d967441c81f8a621c46a6cB08837334a4225564852a91853e0863677£6d308182943599€a5%083ae8c3%901
sk = d40756€6%560c50£86875ea8145258c7508dfa7fdeS4eblededa3alla4£f76590 Sdd ear £20 19f1 a071f74d5d153¢cb37adas1c3f4albd769%2e50c3a28b2471fcd4860%1ce81l624658d8beTatebs57d7aeclbb30868817a4263
message = 2883db42c46bi834b64aeT7eTbi56a6078b6e%437feTe34a 7 JC5ebi8f =il 7L Ulccddil C2974a36%9ce7a6€1195f55aeadc002b284375202874d34ddd27%dedbbet2

signature = 6e5cl%062cB85e17al1295%8fb88e3fc%810dele6f3075 . ca ld4cd Palr C9lelal2fdbcefe9cElaTf82f0b9b59155e4bfT7368£7d6£865e5195351b7d74fce8f01fbEff80c51ad2efbe7af8d1193d£07852¢€all6c:
signature verification failed

count = 3
rk = ac0lb70b69073b7476a64%=1f338a) fO0c36e 1481 a2\ \f2ec975f747765276882d04%c4207de%afdf464d%d4e2dble24916207c7al3chb0bal0f5c9f488e01lble51bd7d42debE%ele20598f58e3c4a5d814927ce2%6b468dch2
sk = a€0lb70be%073b7476a64%=1£f338a f0c3ged 7 :a2dB8f2ec975£747765278d909726df6406193a8f3a28b75af4359%a9%6f2¢%0ace56cedb34bfcel371f752644c4dac4cl183d43359578b4a3eelcbbfdT7ccff05850835d9931

message = 61e734d7¢e74c019%618ce8d0 S 4718527786k 75c4c2f1501334e30edf3a54fdbb75accat®432a29a3b93757005d8168ed36c3d4e8d53be261837316afas
signature = ff440bf%4edacalb844d46%e8dcdbfa35d0783347¢c10%8bd3c6a4934df53el125f232485f367a0c73e8£9920fb4dd3b464c0512c45451¢c85b7be3d2a18%527bd7b3b857a61a2aa774104£132717b3d1036c2e5c2edde
signature verification passed

count = 4

rk = a3578£f30£fcS95balfeblc5068746eacabed33Tbe7ebf0aff88564703%cchca®5f9%e928c3cdE92aaefbhlel48cledefT7073773df1£7a75e973e248850dc45f1b31e99%83albec0bd351b2a06c549358a0a1d%fe%0664d9%d802bf410
sk = a3578f30£fc55balfeblc506874ceacabed337beT7ebf0affi8564703%cchbca95f52a0256e401b6lc2ffe81edB49909b5f4662c7035c075bdE%4blabedabab%acecTéelel56eclcd4aatfc07513ebed381a474be2fib5fd4edec3bal
message = f3f6lee26cTf55clbdf931e4fd03842992c06c54524%94a30be3ea59f0a21512d9707125¢checc0fefecT1277a372094c%4deb081bae72bel526c917fcdabd1424

signature = d46ed26217140ba%%feee5dblca3B8cc9d3631d842e7134chb069b99624673b4daaacbec624faac754265468dd7581d%bd2ba?3al2e59764706c0e22b046f6d6al5fdE6317ac78E8f1e81cdB1b3f177£9%b2474c8c71d7cebl

signature verification failed
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1. National Institute of Standards and Technology (US), “Module-lattice-based digital

signature standard,” National Institute of Standards and Technology (U.S.),
Washington, D.C., NIST FIPS 204, Aug. 2024

2. ISO (International Organization for Standardization) and IEC (the International
Electrotechnical Commission), “ISO/IEC 19790:2012(en), Information technology —
Security techniques — Security requirements for cryptographic modules.

3. National Institute of Standards and Technology (US), “Digital Signature Standard

(DSS),” National Institute of Standards and Technology (U.S.), Washington, D.C,,

FIPS 186-5, Feb. 2023.
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