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Overview of ML-DSA
 ML-DSA is an optimized Schnorr-like lattice-based signature scheme, Standardized 

by NIST in FIPS-204, called ML-DSA Module-Lattice-based Digital Signature 

Algorithm.

 Relies on hard lattice problems: Module Learning With Errors (M-LWE) problem and 

Module Short Integer Solution (MSIS) . 

 ML-DSA standard defines three parameter sets with increasing security levels: ML-

DSA-44, ML-DSA-65, and ML-DSA-87

 This research contributes to detailed validation procedures and systematic test 

vector generation with intermediate parameter verification to identify precise 

sources of implementation errors.
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Parameter ML-DSA-44 ML-DSA-65 ML-DSA-87
Modulus q 8380417 8380417 8380417
512th root of unity in Zq 1753 1753 1753
Matrix dimensions (k,ℓ) (4, 4) (6, 5) (8, 7)
η (eta) 2 4 2
Number of ±1's in polynomial c = τ 
(tau) 39 49 60
Hint sparsity ω 80 55 75
z_threshold (γ₁-β) 130994 524092 524168
r0_threshold (γ₂-β) 95154 261692 261768
Claimed security strength Category 2 Category 3 Category 5
Private Key (bytes) 2560 4032 4896
Public Key (bytes) 1312 1952 2592
Seed (bytes) 32 32 32
Signature Size (bytes) 2420 3309 4627

Parameter set for ML-DSA Algorithm

http://www.pkiindia.in/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
https://mobile.twitter.com/pkiindia
https://www.linkedin.com/company/pkiindia/


https://
pkiindia.in

Social Media 
/pkiindia

Auxiliary Functions ML-DSA Algorithm
SHAKE-128/256 and SHA3-256/512 used for expanding seeds, 
creating challenges and fixed-length cryptographic digests 

NTT Point wise multiplication operations

Encoding and Decoding translate ML-DSA public/private keys into byte 
strings and vice versa

ExpandA: Generates k×ℓ public matrix

ExpandMask: Produces masking vectors using seed

Hints are created during signing and used during verification
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ML-DSA Key Generation Algorithm
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ML-DSA Signing

Apply NTT to s₁, s₂, t₀

₁𝒘  = HighBits(w)

  ̃ ← 𝒄 𝑯(||(𝒘 ₁),𝝀/𝟒), c𝟏𝟒

   z = y + cs₁⟨⟨ ⟩⟩

hint polynomial h

𝑠𝑖𝑔𝐸𝑛𝑐𝑜𝑑𝑒( ,  𝑐̃ 𝑧
± , )𝑚𝑜𝑑 𝑞 ℎ

 

←𝜇 𝐻( ( )|| ′,64)𝐵𝑦𝑡𝑒𝑠𝑇𝑜𝐵𝑖𝑡𝑠 𝑡𝑟 𝑀

′′ ←𝝆 𝑯( || ||𝑲 𝒓𝒏𝒅
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ML-DSA Signature Verification Algorithm

 pk → extract (ρ, t₁) 
 σ → (  ̃ , z, h)𝒄

   

 

w'₁ ← UseHint(h,w'Approx)

Output Valid if all checks 
pass, Invalid otherwise

Validate hint encoding 
(reject if invalid)

Â in NTT form using ρ

←𝜇 𝐻( ( )||𝐵𝑦𝑡𝑒𝑠𝑇𝑜𝐵𝑖𝑡𝑠 𝑡𝑟 𝑀
′,64)

 pk ,M', 𝜎
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VALIDATION TEST IMPLEMENTATION FOR ML-DSA 

Key Generation Signature Generation Signature Verification 
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ML-DSA-44 Signature Verification 

Confidential
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