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Background and Motivation

0 Quantum Computing threatens traditional cryptographic systems such as RSA and
Elliptic Curve(EC) based digital signature schemes

U The vulnerability exists because the underlying mathematical approach, such as prime integer factorization used in
RSA and discrete logarithmic problems used in EC-based cryptography, can be efficiently solved using quantum
algorithms

O Post-quantum cryptography (PQC) presents promising quantum-resistant alternatives,
but questions about performance, implementation readiness, and trust remain

U The paper will analyze hybrid signature schemes, design their implementation
strategies, and compare them

U The primary focus of this study is to indicate that hybrid signatures are a practical and
secure transitional solution for digital trust during the impending quantum era
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Related Study

0 RFC 9794 [1] defines the new terminologies for Post-Quantum Traditional Hybrid
Schemes, as the algorithms and standards are still evolving and have not fully

matured.

0 Mike Ounsworth, John Gray, Massimiliano Pala, Jan Klausner, Scott Fluhrer in the
IETF draft [3] have proposed Composite ML-DSA for use in X.509 Public Key

Infrastructure and CMS
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Hybrid Digital Certificate

U The hybrid digital certificate must include dual public keys, such as classical and post-

quantum-based keys.

O The popular digital certificate format, X.509 v3, supports only one public key; hence,
the standard should be updated to ensure backward compatibility and support for dual

certificates.

O An approach where the hybrid certificate can store ML-DSA public key in the extension
“subjectAltPublicKeyinfo”- The support is provided in the Latest Bouncy Castle Library
[13]
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Hybrid Digital Certificate Example

F ~
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Hybrid Digital Signature Scheme

O Parallel Hybrid Signatures: Both signatures are verified independently, but must both
validate
O Backward compatibility with legacy systems
O Forward security against future quantum threat
O Concatenated Hybrid Signature: Both signatures are generated independently and
concatenated

0 Nested (or Combined) Signing: One signature authenticates the other

0 Composite Signature: A Composite Hybrid Digital Signature is [3] a combination of multiple
cryptographic signature algorithms into a single composite signhature structure
O The composite digital signature can utilize the composite keys as a single key for the cryptographic operation

O The scheme can utilize the existing fields in protocols such as PKCS#10 [9], CMP [10], X.509 [11], and CMS [12]
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Symbols Used

M= Original Message

PRrsa=Traditional RSA Private Key
PRml-dsa=Post Quantum ML-DSA Private Key
PUrsa=Traditional RSA Public Key
PUml-dsa=Post Quantum ML-DSA Public Key
H1 = Traditional SHA Hashing Function

H2 = Post Quantum ML-DSA Hashing Function
El= Traditional Encryption Function

E2= Post Quantum ML-DSA Encryption Function
D1= Traditional RSA Decryption Function

D2= Post Quantum ML-DSA Decryption Function
S1 = Traditional RSA-based Signature

S2= Post Quantum ML-DSA based Signature

F= A Cryptographic Message Syntax (CMS) format function
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Parallel Hybrid Signature Creation

PRmI-dsa S1=E1(PRsa ,H1(M) IA

U

. " Information about the
L certificates etc.
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Parallel Hybrid Signature Verification

S1=E1(PR;sa ,H1(M))
S2=E2(PRml-dsa ,H2(M))
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Concatenated Hybrid Signature Creation

P le-dsa

S1=E1(PRysa ,H1(M))

Header

S1]| s2

S2=E2(PRml-dsa ,H2(M+\

H1 E1

PRrsa

. O O

pkiindia.in



http://www.pkiindia.in/
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
https://mobile.twitter.com/pkiindia
https://www.linkedin.com/company/pkiindia/

- Controller of Certifying Authorities IEEE
& Ministry of Electronics & Information Technology COMPUTER j1as =
O Government of India SOCIETY APPUCATIONS Reseorth

to Practice

Bangalore Chapter Bangalore Chapter

Concatenated Hybrid Signature Verification
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Nested Hybrid Signature Verification

Received Message
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PQC Key and Signature Sizes

m Public Key Private Key Signature (bytes)
(bytes) (bytes)
256 256

RSA-2048
ECDSA-P256 64 32 256
ML-DSA-44 1312 2528 2420
(Dilithium?2)
ML-DSA-65 1952 4000 3293
(Dilithium3)
ML-DSA-87 2592 4864 4595
(Dilithium5)
FN-DSA-512 897 7553 666
(Falcon512)
FN-DSA-1024 1793 13953 1280
Q?(ﬁ@ (Falcon1024)
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Performance metrics

Algorithm Execution Time (In Nano Second)
RSA Signing 35191340
RSA Verification 1773140
ML-DSA Signing 52021300
ML-DSA Verification 12835060
Nested Signing 54368440
Nested Verification 12700860
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Performance Metrics

Perfformance Metrics (in Nano Second)
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Conclusion

0 The hybrid digital signature can be a practical and transitional solution,
combining the strengths of traditional and post-quantum algorithms to ensure

long-term security and interoperability.

U The paper will present hybrid signature schemes, design their implementation

strategies, and compare their performance

U The hybrid schemes introduce trade-offs regarding computational efficiency,
sighature size, and complexity.

Jd  Hence, these aspects must be carefully balanced during design and implementation.
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